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Abstract

One of the new emerging technologies for data management today is represented by federate systems. Security enforcement at the
federation level must take into consideration the protection requirements and protection policies of each participating site. This
task can be further complicated by the heterogeneity of the constituent systems, which may enforce protection policies either
difficult to combine or inconsistent with each other. The need to share data in the federation on one side and to maintain site
autonomy on the other side raises several protection requirements which traditional security models do not address. So this paper
proposes the security model for federated database systems.
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I. INTRODUCTION

A federated database management system(FDBS) integrates existing, possible heterogeneous databases while preserving their
autonomy [1]. The need for federated database services has increased dramatically in recent years. Within enterprises, IT
infrastructures are often decentralized as a result of mergers, acquisitions’ and specialized corporate application resulting ion
deployment of large federated databases. Perhaps more dramatically, the Internet has enabled new inter-enterprise ventures
including Business-to-business Net Markets (or hubs) [2,3] whose business hinges on federating thousands of decentralized
catalogs and other database. Broadly considered federated database technology [1] has been the subject of multiple research thrusts
including schema integration [4,5], data transformation [6], federated query processing and optimization [7], transaction
management [8]and security. Security and transaction management in FDBS have not been receiving, if not for few exceptions,
much attention by the research [1]. However, many are the security issues that need investigation. The need to share data in the
federation on one side and to maintain site autonomy on the other side raises several protection requirements which traditional
security models [9, 10] do not address.

Security enforcement at the federation level must take into consideration the protection requirements and protection
policies of each participating site. This task can be further complicated by the heterogeneity of the constituent systems, which may
enforce protection policies either difficult to combine or inconsistent with each other. Moreover, local autonomy impacts the ability
of the federation to acquire and replicate data or to make them available to others. A major problem in this context is also the
establishment of administrative policies that determine the authority of the different federation participants for the specification of
access authorization. As a matter of fact, while in a centralized or distributed system ownership or centralized administration may
be satisfactory solutions. Federated systems call for more flexible approaches [11]. Enforcing complete strict ownership would
put on the data owner the burden of specifying authorizations for federated users and therefore to maintain information on who
can access the federation.

Applying a centralized administration approach at the federation level may imply a loss of control and therefore of
autonomy, for the data owner. Moreover, even traditional problems such as authentication; require careful reconsideration in the
federated context.

This paper proposes a security model for federated database systems. Section 2 discusses the related work. Section 3
describes the proposed model.

Il. RELATED WORK

Some research has addressed the problem of protecting federated systems [12, 13, 14] and few federated systems like Mermaid
[15], Orion-2[16], or the one proposed by Heimbigner or McLead[17] support some form of authorization specification and access
control, several issues still remain to be investigated.

Security in federated database is very complex because a large set of users with extraordinary diverse security
requirements expect to use a pool of component databases containing data of varying sensitivity. Therefore, we propose a federated
security model that is necessary to express and enforce the security policies.

Some approaches have been developed for the federated access control. Goyal Singh’s [18] approach uses access rules to
check whether or not the user may access a view. Jonscher and Dittrich [19] use a DAC model to enforce federated security policy.
A mapping of access rights to local components is provided and a user is granted global access rights unless local rights are not
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available. In this approach, federated security policies have priority over local ones-the federation manager has been “given trust”
to authenticate user. Pernul[20] proposes the AMAC model, which offers a supporting policy for automated security labelling
because due to the large amount of data in FDBS, manual security labelling of subjects and objects is almost impossible. These
approaches are useful in the context of distributed and heterogeneous environments. All these approaches have one major limitation
that the federation managers lack of knowledge of local security requirements. Due to the autonomy of local databases, local
security requirements have to be understood by a federated manager in order to control, optimize and delegate sub transactions to
the local databases.

I11.PROPOSED MODEL

The proposed security model for federated database system overcomes these difficulties by providing a uniform expression of
heterogeneous security information which can be reliably used by the manager to invoke (or abort) federated transaction. In the
proposed model agents are responsible for the enforcement of local and federated security policies. The different security agents
enable understanding of local security policies. The proposed model also decides who is responsible to handle federated security
policies and how these can be enforced. In a federated environment, the design of security procedures is very important as it can
affect the usability of federated system. The proposed model as in figure 1 considers the following security issues:

A. Authentication and Access Control

A good user’s authentication is a prerequisite for a correct access control. The identity of a user determines the groups to which
the user belongs, the roles he can play (if applicable), and ultimately the privileges he is allowed to exercise. In federated systems,
access to data can be seen at two different levels: at the federation level, where users explicitly require to access the federated data,
and at the local level, where the local requests corresponding to the global requests must be processed. Access control may possibly
be executed at both levels. Traditional approaches for authorization and access control in computer systems (i.e., discretionary
[21], mandatory [21], and role-based access controls [21]) are not appropriate to address the requirements of federated systems,
and that proper authorization and access control requires infrastructural support in one way or another. So, we propose an access
control model for federated systems that integrates the best features of traditional models.

Authentication and access
control

Population of the federation

Administration of
authorizations

Authorization specification

Access control policy
heterogeneity

Aggregation

Fig. 1: Proposed security model for federated database systems

B. Population of the Federation
Populating the federation means defining the objects that are part of the federated schema. Population of the federation can be done
in two ways: by directly creating objects in the federated database, or by importing objects from the local sites taking part into the
federation. Direct creation of objects in the federated database can be executed by either the federation administrator or any user
explicitly authorized for that. Import of objects from local sites is instead more complex, since it requires agreement between the
local administrators of the objects and the federation administrator. The local administrator of an object must be willing to share
the object with the federated users. The federation administrator must be willing to include the object among the federated data.
This negotiation process can be required only at the time a site enters in a federation. In this case, users can then be allowed to
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directly insert their objects and federation administrators directly allowed to import the objects. Alternatively, the negotiation
process can be carried out through different steps as follows. First, local users declare the objects they wish to share with the
federation, thus defining a sort of export schema from which the federation administrator can get data. This operation allows simply
declaring data which are available to the federation but it does not include them in the federated schema and does not have any
effect on it. Second, the federation administrator imports objects into the federation by getting them from the export schemas. This
approach has the advantage that negotiation can be enforced at the granularity of each single object, and even for each specific
access mode. It therefore allows users to selectively share their objects and federation administrators to selectively import objects
in the federation. The fact that both the object’s and the federation’s administrator must agree in order for an object to be inserted
in the federation also represents a guarantee to both of them with respect to the protection of the information they manage. The
proposed security model implements these approaches.

C. Administration of Authorizations

A major issue that arises after the federation has been populated is who should administer access on the federated objects, i.e., who
should specify authorizations to exercise privileges on them. As for objects directly created in the federation, classical
administrative policies applied in centralized systems can be considered. For instance, the administration can rest with the
federation administrator (centralized administration) or with the user who created the object (ownership). The proposed model
discusses some of the methods to choose the best one.

D. Authorization Specification

In federated database systems authorizations can be specified at two different levels: at the federation level (on the federated data)
and at the local level (on the objects exported to the federation). The proposed model gives an approach for the specification and
coexistence of global and local authorizations.

E. Access Control Policy Heterogeneity

Besides the different forms of heterogeneity at the system or at the data model level, which may impact enforcement of security
measures, a further kind of heterogeneity may need to be consider: access control policy heterogeneity. With this expression we
refer to the case where the different local sites enforce different access control policies. Beside heterogeneity in the specific
elements of the authorization model, heterogeneity can also concern the regulation policies governing access to the data at the
different sites. “Meta policies” may then need to be defined that coordinate the enforcement of the different security policies [22].

F. Aggregation

Aggregation which is not easy to control in centralized environment, become even more difficult in federated systems, where data
from different, autonomous systems are collected together to form the federated data. The. The situation can therefore be where
users who are authorized to access each single component should not. be given access (or should be given only partial access) to
the federated data. The increased sensitivity of the federated data may be due to global policies which are unknown to the single
components. For example, federal laws exist that control the computer matching of data among the different federal agencies [23].
Although users can access separately the databases at the different federal agencies, they must not, be allowed to match data among
them. The federated system must therefore enforce this global policy if local sites may not even be informed about it. The proposed
architecture gives an approach to this aggregation problem.

1\VV. CONCLUSION

Federated systems represent one of the new emerging technologies for distributed database management and organization. These
systems are characterized by the fact that while the component systems cooperate and share their resources they also must maintain
their autonomy and a good degree of control over their data and resources. Moreover, component systems can be heterogeneous
with respect to different aspects of the system. These characteristics raise several interesting issues regarding the specification and
management of authorizations and the enforcement of access control. In this research we propose a model for security that comprise
authorization, access control, administration and aggregation. The different security agents enable understanding of local security
policies. The proposed model also decides who is responsible to handle federated security policies and how these can be enforced.
In a federated environment, the design of security procedures is very important as it can affect the usability of federated system.
In the future the proposed model will be implemented with service oriented architectures (SOA).
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